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SureFox secure browser by 42Gears UEM creates a safe and secure browsing environment on
mobile devices and desktops. This makes mobile devices suitable for use as self-service web kiosks

and even data collection terminals for various business types.
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Restrict Users To Only Allowed Websites

SureFox allows browsing of selected websites and webpages on a mobile
device. Choose a single website or multiple websites to turn your Android,
iOS or Windows mobile devices into web kiosks within minutes.

Device Security

SureFox blocks access to all non-whitelisted websites, device home, device
settings, lockdown settings and even disables hardware keys. It also disables
the title bar or bottom bar to restrict quick access to notifications, recent apps
and settings.

Cloud Support

SureFox enables export and import of lockdown settings to a secured Cloud
for easy mass configuration and deployment. Use Cloud option to setup
auto-configuration of device and lockdown settings.

Highly Customizable Ul

SureFox also offers options to customize the look and feel of the web kiosk.
Set wallpapers, add screensaver and specify screen behavior on specified
status and more.



SureFox - Secure Browser

Key Features:
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Whitelist Websites

Whitelist and allow browsing of only approved website(s) that are required by the users.

Launch at Startup
Set a website to launch automatically whenever a device is switched on or rebooted.

Device Security and Hardware Keys Restriction

Secure devices with blocked access to apps, lockdown device settings and device home.
Disable external hardware keys of mobile devices including volume buttons, power button, etc.

Branding and Personalization

Brand mobile devices by customizing the Ul with wallpapers, icons, screensaver, title bar, etc.

Content Filtering for Selected websites
Block access to web pages containing the identified keywords.

Content Blocking Analytics
Generate useful insights into blocked web pages and keywords through SureMDM reports.

Peripheral Settings
Disable mobile device peripherals like Bluetooth, Wi-Fi, Camera, Mobile Data, GPS, etc.

Auto Lockdown Configuration
Setimport/export from cloud to schedule auto update lockdown and device settings.

Compeatibility with SureMDM - Mobile Device Management Solution
Use SureMDM:’s inbuilt option to remotely install, configure and manage SureFox.

SureFox Analytics
Get insights of whitelisted websites usage and the duration for which they were browsed.
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Battery Saving
Enable battery saving features like auto brightness adjustment, brightness on battery level, etc.

@. Offline Activation

Activate SureFox without internet connection using device details like IMEI, Wi-Fi MAC and GUID.

About 42Gears

42Gears is a leading Unified Endpoint Management solution provider. Customers can choose between
Software as a Service (SaaS) and on-premise solutions to secure, monitor and manage their business
endpoints. 42Gears supports almost any endpoint, including tablets, phones, rugged devices, desktops,
wearables, and more. With over 18,000 customers in 115 countries, 42Gears solutions have a proven track

record of success in almost any industry and scale.
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APAC/ME HQ Americas HQ Europe/Africa HQ
Email : sales@42gears.com Email : sales@42gears.com Email : info.uk@42gears.com
Phone : +91 88888 48892 Phone: +1408 758 0205 Phone: +44 (0)7435 214100

Mentioned in Gartner’s MQ for UEM for three consecutive years- 2018, 2019 & 2020.
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